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Results of the test of the Netviewer Software by the
Fraunhofer Institute for Secure Telecooperation

The results of the detailed analysis carried out by the Fraunhofer Institute SIT are as
follows: The current version of Netviewer 2.0 (build 521) satisfies the security demands
placed upon it, i.e. all demands for correctness and effectiveness of the implemented
measures are fulfilled.

The analysis of weak points established that under the assumed utilisation conditions
with the latest technology, there are currently no recognisable weak points.

The implemented security measures form a uniform and stable protection for the user
and the system environment running the Netviewer Desktop Sharing solution. The
comprehensiveness of the security measures provides protection that cannot be
bypassed, so that the cryptographic methods provide protection for the entire system.
The methods used, Blowfish and ECC, correspond with the latest in technology and the
key lengths used offer good protection from direct attacks. The results of the security
analysis of the current version of Netviewer are thus that the security requirements
demanded when using the Netviewer solution have been fulfilled.

The evaluation report has no special recommendations for the user.

The Fraunhofer Institute SIT can be reached for further information about the security
evaluation carried out for the Netviewer software as follows:

Fraunhofer Institute SIT
Rheinstrasse 75
D-64295 Darmstadt
Germany

Tel.: +49 (0)6151/869-282

Fax: +49 (0)6151/869-224

Internet: www.sit.fraunhofer.de

Email: rolf.reinema@sit.fraunhofer.de
jens.heider@sit.fraunhofer.de

We herewith confirm that the evaluation was carried out corresponding with the latest in
technology, knowledge and in good conscience.

Darmstadt, April 2004
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Dr. Rolf Reinema



